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Abstract

Vulnerability management has developed into an essential method for minimizing risks and ensure the security of informa-
tion technology systems in our world which is becoming more and more technologically oriented. With the goal to track
and address vulnerabilities within predetermined Service Level Agreements (SLAs), this paper explores the field of Vulnera-
bility Management Best Practices. We establish the importance of vulnerability management in the current cybersecurity en-
vironment by looking at the development and history of this field. The importance of asset discovery, risk and patch man-
agement, and penetration testing is highlighted as we examine the essential elements of an all-encompassing vulnerability
management plan. The article also emphasizes how important it is to prioritize vulnerabilities according to SLA metrics and
integrate vulnerability management with other security solutions. It also mentioned about how important it is to track vuln-
erabilities and fix them within established SLAs, along with automated versus manual remediation techniques. Organiza-
tions can improve their vulnerability management procedures and fortify their cybersecurity defenses in the face of emerg-

ing threats by aligning SLA metrics with vulnerability severity and promoting continuous monitoring.
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Introduction

In today’s technologically advanced society, there
is a growing need for increased vigilance to avoid pre-
ventable risks. A key practice in this approach is vulnerable
management, which refers to the continuous process of
identifying, classifying, prioritizing, and remediating or miti-
gating security risks within information technology systems
[1]. With the growing adoption of different technologies, in-
cluding the Internet of Things (IoT) [2], note that vulnera-
bility management has become a central component in en-
suring that organizations continue to enjoy the benefits of
technology, including enhanced efficiency, productivity,
and streamlined work processes. The purpose of this re-
search paper is to explore the current best practices in vuln-
erability management. Specifically, we examine best prac-
tices for developing strategies for tracking and remediating
vulnerabilities within defined Service Level Agreements (S-
LAs).

Background and Objectives

Vulnerability management, according to [3], is a
layer of information technology security that is aimed at pre-
venting potential risks from becoming a reality. On the
other hand, [4] defines vulnerability management as a prac-
tice that involves the analysis, identification, and manage-
ment of potential information technology vulnerabilities.
The practice of vulnerability management first originated in
the early 1990s, when the number of external threats to de-
ployed IT systems first became a reality for large and estab-
lished organizations. This is attributed to the fact that be-
fore the 2000s, the number of vulnerabilities was significant-
ly small, and therefore, detection and management were
generally manual as information security personnel could ef-
fectively evaluate and manage threats as they occurred [5].
As such, while the history of vulnerability assessment tools
can be traced back as far as the mid-1970s, the practice of
vulnerability management became official in the early 2000s
when a research program by the MITRE Corporation, fund-
ed by the federal government, led to the creation of the
Common Vulnerability and Exposure (CVE) system.

The CVE system provided a common reference

for publicly known IT vulnerabilities and exposures, which

JScholar Publishers

in turn allowed security personnel to adequately respond to
such vulnerabilities before their systems could be attacked
[6]. However, this approach to vulnerability management
changed in the 2010s, when the rate of threats became signif-
icantly more common and sophisticated. According to
Drake [5], the number of threats grew fourfold by 2005,
thereby resulting in the concept of Vulnerability Manage-
ment (VM). As the threats grew in number, organizations
began to rely on vulnerability intelligence in order to priori-
tize and automate remediation procedures. This approach
was characterized by cyclical procedures designed to auto-
mate the process of identifying, classifying, prioritizing, and
remediating or mitigating potential vulnerabilities in de-
ployed systems [7]. Owing to the growing reliance on soft-
ware systems to automate different aspects of work and en-
hance efficiency, vulnerability management has increasingly
become an important aspect of modern IT, as it allows or-
ganizations to protect themselves against cybercrime and
the different related risks [4].

Comprehensive Vulnerability Management
Key components of vulnerability management

A robust and effective threat identification and ma-
nagement plan is essential to ensuring that the organization
is able to identify and effectively respond to potential securi-
ty gaps in their information systems. At the core of effective
and robust vulnerability management are the components
of a solid information security foundation [8]. Owing to the
complexities and challenges of responding to different
kinds of cyber threats, many organizations often struggle
when it comes to developing the holistic plan needed to ad-
dress modern, sophisticated, and frequent attacks. Accord-
ing to [9], the secret to a robust and comprehensive VM
strategy lies in incorporating specific core elements that are

essential to a security strategy.

Key among these components is asset discovery,
which is the process of identifying and developing a catalog
of all IT assets within the organization’s information net-
work [10]. This is considered an important aspect of vulner-
ability management since the majority of external cyberat-
tacks often occur as a result of vulnerabilities in one or

more of the devices attached to the wider network of an or-
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ganization [10]. As such, through comprehensive asset dis-
covery, including scanning dynamic endpoints, cloud as-
sets, and bring your own devices, the security team should
be able to determine the source of attacks based on the hard-
ware and software connected to their local network based

on existing vulnerability information [9].

The second major component of a robust VM
strategy is risk and patch management, which refers to the
process of deploying relevant security software updates, in-
cluding firmware, to fix potential vulnerabilities against ins-
talled software and hardware [11]. While early detection of
potential threats or compromised systems is an essential
part of the VM process, it is not until such vulnerabilities
are addressed through patch management that the threat
can be contained. Finally, an important component of an ef-
fective VM strategy is penetration testing, which, according
to [12], should be undertaken at least every 12 months to en-
sure optimal security. Penetration testing involves an autho-
rized simulated cyberattack using the same types of tools,
techniques, and processes used by criminals to evaluate and
identify potential security risks within an existing IT system
[12].

Prioritizing Vulnerabilities

While every security threat in information technol-
ogy warrants close attention, it is always important to priori-
tize vulnerabilities based on their potential impact. Prioriti-
zation in this respect refers to the process of categorizing
and ranking identified vulnerabilities based on likelihood of
exploit, business impact, and severity [13]. This process is
particularly important in helping security personnel focus
their efforts and resources on the most urgent and critical se-
curity issues that may have the biggest impact on their or-

ganization.

Integrate Vulnerability Management with Other Se-

curity Solutions

Effective information security management re-
quires the integration of threat detection and mediation
with other aspects of security solutions to ensure a more
streamlined approach [14]. A key component in this pro-
cess is the integration of vulnerability scanning with patch

management to allow for easier tracking and management
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of identified vulnerabilities across the organization’s net-
work [15]. For instance, by automating the patching of iden-
tified threats, an organization is not only able to promptly
respond to threats, but it also improves overall efficiency giv-
en the rising number of threats today. Additionally, due to
the need to prioritize threats and reduce impact, integration
of vulnerability scanning with patch management also al-
lows for better threat response by ensuring that the most im-

portant threats are addressed first [14].

Integrating vulnerability management with securi-
ty awareness training is also an essential step in improving
VM strategy [16]. Due to the rise of social engineering as a
way of propagating threats, there is a growing need for
wider organizational training in order to improve aware-
ness and understanding of the potential sources of security
threats [17]. Prevention and reporting procedures should be
based on established policies and standards. It is important
that the training process be conducted in a manner that
communicates the existing information security policies
[16]. This highlights the need for integrating vulnerability
management with security awareness training, as it not only
helps enhance overall awareness of security threats and how
to prevent them but also allows employees to better unders-

tand the existing information security policies.

Tracking and Remediating Vulnerabilities within
Defined SLAs Service-Level Agreements (SLAs)

A key aspect of improving vulnerability manage-
ment outcomes is tracking and mitigating vulnerabilities
with defined service-level agreements (SLAs). As defined by
[9], an SLA refers to a contract between an organization
and its clients that outlines the types of services to be of-
fered as well as the expected standards of service that the
provider is expected to meet. These agreements have be-
come a cornerstone of commercial IT infrastructure given
the growing need for reliance on and security of informa-
tion stored in cloud services [9]. For large and established
cloud service providers such as Amazon, Microsoft, and
Google, some of the scopes of their SLAs include 100 per-
cent antivirus filtering, 99.9 percent monthly uptime, and
99.9 percent durability of objects over a 12-month period.
This means that for a service provider that experiences an

uptime of less than 98 percent or security incidents due to

J Inf Secur Technol 2024 | Vol 1: 105



exploits, it is considered a violation since the provider has
failed to meet the required standards. In the context of vuln-
erability management, SLAs provide clear benchmarks for
measuring the efficiency and effectiveness of vulnerability

response efforts [18].

Remediation Strategies within Defined
SLAs

Automated vs. Manual Remediation Approaches

As security threats continue to rise in number and
become more sophisticated, organizations involved in the
provision of vulnerability management services often face
the decision of whether to automate the remediation pro-
cess for improved efficiency or use manual processes for a
more targeted approach [19]. The use of automated remedi-
ation approaches has become more common as they allow
for rapid identification and patching of identified threats
[20]. For instance, intrusion detection and prevention sys-
tems (IDS/IPS) are today able to scan and analyze large vol-
umes of data in a significantly shorter time [21]. This en-
hances the capacity of an organization to identify and
promptly respond to potential vulnerabilities, which in turn
allows the service provider to meet the standards stipulated
in its SLAs.

In addition to speed and prompt identification of
potential vulnerabilities, an automated remediation ap-
proach is also associated with consistency. This is at-
tributable to the fact that the tools and procedures used in
automated remediation often follow predefined rules and
processes, which allows for consistency and minimal risks
due to human error during the remediation process. Auto-
mated remediation is also more scalable when compared to
manual approaches that are defined by the availability of
skilled security personnel [20]. As such, given the rising
number of cyberattacks, automated approaches are more
preferable, as they not only provide prompt identification
and patching of vulnerabilities but are also more scalable
and less prone to human error. This allows organizations to
better meet the needs of their clients within stipulated SLAs

when compared to manual approaches.

However, although automated tools are powerful
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aids in vulnerability management, human oversight and de-
cision-making remain essential. This is because certain vuln-
erabilities, especially new and more sophisticated attacks,
are often designed with existing patches in mind [19]. As
such, without the intervention of security personnel, such
vulnerabilities may not be identified in time. One of the key
benefits of the manual remediation process is that it allows
security experts to provide contextual insights regarding
trends in vulnerabilities and exploits, including the poten-
tial impact on specific applications or systems [19]. Additio-
nally, as noted earlier, cyberattacks are becoming increasing-
ly complex and sophisticated, including the use of social en-
gineering to gain access. This highlights the need for human
experts who can analyze and provide the insightful informa-

tion needed to fully understand the potential impact.
Prioritizing Vulnerabilities Based on SLA Metrics

To effectively prioritize vulnerabilities within
defined SLAs, organizations must align SLA metrics with
the severity and potential impact of each vulnerability. SLA
metrics should consider factors such as the exploitability of
a vulnerability, the potential damage it can cause, and the as-
sets it could compromise [13]. This allows for a clear rank-
ing of vulnerabilities to be established. Once vulnerabilities
are prioritized based on SLA metrics, it is crucial to address
high-priority vulnerabilities promptly. High-severity vulner-
abilities with a high potential for exploitation pose the most
immediate threat to the organization's security. Allocating
resources to remediate these vulnerabilities first ensures
that critical risks are mitigated effectively and in alignment

with SLA objectives.
Continuous Monitoring and Feedback Loop

As noted by [22], vulnerability management is not
a one-time effort but an ongoing process that requires cont-
inuous monitoring and evaluation. Organizations should
regularly assess the effectiveness of their SLAs in tracking
and remediating vulnerabilities. If SLA objectives are consis-
tently met, the organization can gain confidence in its vuln-
erability management program. However, if performance
falls short, adjustments to SLA metrics may be necessary to

enhance the efficacy of the remediation process.

Based on the insights gained from regular assess-
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ments, organizations should engage in an iterative improve-
ment process. This involves continually making data-driven
decisions to refine vulnerability management strategies, op-
timize SLA metrics, and strengthen overall security prac-
tices [22]. Through this feedback loop, organizations can
evolve and adapt to emerging cyber threats, ensuring that
their vulnerability management remains robust and effec-

tive.
Asset Discovery Best Practices

Organizations can adopt various tools and method-
ologies for thorough asset discovery. They should use net-
work scanning tools like Nmap, Qualys, or Nessus to identi-
fy devices on their network. Asset management software
such as SolarWinds, ManageEngine, or Snipe-IT can help
create a comprehensive catalog of assets. Continuous moni-
toring tools like Security Information and Event Manage-
ment (SIEM) solutions also aid in asset discovery. Also, Net-
work segmentation must be put into place to reduce vulnera-
bility exposure. It simplifies asset management and security
by breaking the network up into smaller sections. And main-
taining accurate documentation of all assets, including hard-
ware, software, and their configurations. This documenta-
tion helps in tracking changes and ensuring that vulnerabili-

ties are not introduced through unauthorized changes.

Penetration Testing

O
L]
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In order to evaluate an organization's security pos-
ture, penetration testing is essential. It assists in locating
weaknesses that an attacker might use against you. By tak-
ing a proactive stance, companies can address their deficien-
cies before becoming liable. OWASP Top Ten and SANS
Top 25 for web applications for network and infrastructure
testing are common techniques used in penetration testing.
The outcome will provide a thorough report detailing vuln-
erabilities found, their severity, and suggested fixes is pro-
duced because of penetration testing. It helps companies to
identify their exposure to risk, rank their vulnerabilities,

and take the necessary steps to secure their systems.
The Human Factor in Vulnerability Management

Human experts are essential for identifying and
mitigating complex vulnerabilities, especially those involv-
ing zero-day exploits or sophisticated attack techniques that
automated tools may not recognize. Security professionals
provide contextual insights into the potential impact of vuln-
erabilities on specific applications or systems. They can eval-
uate the business impact and advise on the most appropri-
ate remediation actions. Manual intervention is critical for
interpreting and responding to emerging threats, such as so-
cial engineering attacks. Human experts can recognize pat-

terns and behaviors that automated tools may miss.

Figure 1: Vulnerability Management Lifecycle
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Table 1: SLAs for vulnerabilities based on severity

Severity SLA

Critical 15
High 45

Medium 60
Low 100

Conclusion

Effective remediation strategies within defined
SLAs are essential to ensuring that vulnerabilities are ad-
dressed promptly and efficiently. Automated tools can expe-
dite the remediation process, but human oversight and deci-
sion-making are vital for more complex vulnerabilities. In

essence, by aligning SLA metrics with vulnerability severity

JScholar Publishers

and continuously monitoring and adjusting these metrics,
organizations can enhance their vulnerability management
practices, reducing their risk exposure and strengthening
their cybersecurity defenses. The combination of automated
and manual approaches, coupled with a commitment to
continuous improvement, positions organizations to main-

tain a proactive stance against evolving cyber threats.
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